The intelligent transportation systems (ITS) framework from European Telecommunication Standards Institute (ETSI) imposes requirements on the exchange of periodic safety messages between components of ITS such as vehicles. In particular, it requires ETSI standardized Decentralized Congestion Control (DCC) algorithm to regulate the beaconing activity of vehicles based on wireless channel utilization. However, the DCC state that defines the beaconing behavior under heavy channel congestion, i.e., the Restrictive state, has a serious connectivity problem that safety beacons do not reach other vehicles in safety-critical distances. In this paper, we demonstrate the problem through analysis, simulation, and on-road measurements. We suggest that DCC change the transmit power setting for the Restrictive state before a full-scale deployment of the ETSI ITS framework starts, and we discuss its consequences in terms of changes in communicability and channel utilization.
Environment (WAVE) framework provides the standards for the periodic beacon exchanges, and the possible congestion resulting from the beacon traffic will be addressed by separately developed algorithms. The European approach is different. The European profile standard for intelligent transport systems (ITS) is called ITS-G5 [3] . In this framework, congestion control is a part of the standard. In particular, ITS stations such as on-board units (OBUs) on vehicles must use the European Telecommunication Standards Institute (ETSI) Distributed Congestion Control (DCC) algorithm [4, 5] .
The aim of DCC is to adapt the transmit parameters of the ITS station given the present radio channel conditions, in order to maximize the probability of a successful reception at intended receivers [6] . For this purpose, ITS stations cooperatively adapt their behavior in transmitting periodic safety messages such as Cooperative Awareness Messages (CAMs) [7] according to the DCC algorithm. DCC is a state-based algorithm that defines three congestion states for each of which a set of physical (PHY) layer parameter values to be used is prescribed for beaconing (Fig. 1) . The algorithm measures the channel busy ratio (CBR) to determine which congestion state the vehicle is experiencing and for how long it has been in the state, to transition to other states if necessary. For instance, the Relaxed→Active and Active→Restrictive transitions are triggered when the respective CBR condition holds for 1 s. Specifically, when the channel is congested with periodic safety messages, the messaging rate and the range of communication are reduced. The latter effect is collectively achieved by a reduction in transmit (Tx) power level and Clear Channel Assessment (CCA) threshold, and through a higher PHY rate. When the channel congestion abates, state transitions in the opposite direction take place, but with a more conservative time threshold of 5 seconds. As Fig. 1 implies, the DCC algorithm targets the CBR values between 15% and 40% as a desirable operating range. An even higher operating range is also used in an experimental variation, e.g. between 30% and 60% [6] .
Although not explicitly shown in Fig. 1 as it is not used for the purpose of congestion control (Clause 5.4.2 in [4] ), the receiver (Rx) sensitivity is another state-dependent value. The DCC standard relies on the IEEE 802.11 standard [8] to set the Rx sensitivity associated with each PHY data rate used in the DCC state machine. So, for 12 Mbps (16QAM modulation, coding rate 1/2) prescribed for the Restrictive state, -77 dBm should be used for the Rx sensitivity (Clause 18.3.10.2 in [8] and Clause 5.7.5 in [4] ). What we explore in this paper is the impact of pairing the Tx power of -10 dBm and the Rx sensitivity of -77 dBm on the communication performance between neighboring vehicles both in the Restrictive state. Note that on a congested road, it will be a commonplace situation for vehicles in proximity.
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As mentioned earlier, the first objective of DCC is to maximize the probability of successful reception at the intended receivers [6] . However, we find that the current Tx-Rx parameter combination is set too conservative for communication between a Restrictive transmitter and a Restrictive receiver (henceforth "Restrictive-Restrictive" pair), for fear of channel congestion. Specifically, typical beacon messages can hardly reach beyond immediately adjacent neighbors.
What is alarming is that not only the vehicles on very congested road section but also those moving relatively fast can fall to the Restrictive-Restrictive com-munication condition. And because the sojourn time in the Restrictive state is 5 seconds once a vehicle falls into the state, the poor reachability can persist quite long for those vehicles that have to go through safety-critical scenes. These aspects raise a serious safety concern in the expected use of the DCC algorithm in the real driving situation. Since DCC has been recently updated to be able to operate more conservatively [5] , it is even more likely than in the original DCC algorithm [4] to reach the Restrictive state and this problem needs to be resolved before ITS-G5 is deployed in full scale.
There is a growing body of research on the performance problem of DCC and on possible improvements. Subramanian et al. [10] demonstrates that DCC performance is so poor that the IEEE 802.11p medium access control (MAC) [11] without the DCC actually performs better. This work diagnoses the problem to stem from the small number of states in DCC and excessively low target channel load. By increasing the number of states to six from three and target channel load, it shows that significant gain can be obtained in DCC performance. A recent Technical Report from ETSI [12] uses as many as three intermediate states between the Relaxed and the Restrictive states. Even in these proposals, however, the two extreme states, Restrictive and Relaxed, are retained as such.
Autolitano et al. [13] shows that currently specified DCC parameter settings are not effective in the individual control components, and proposes to reduce the gaps between the parameter settings to improve the DCC performance. Eckhoff et al. [14] finds that DCC parameters are set too conservatively, so that the intervals between beacons can grow to more than a second under high traffic density, which may be critical for safety. Our work shares a common thread with these works in that we propose to change a transmit parameter for the Restrictive state to a less conservative value, which also effectively narrows the gap between the Restrictive and the other states. However, this paper is unique to show that the DCC Restrictive state can cause a communication breakdown, which raises a safety concern in DCC controlled vehicular communication.
The rest of the paper is organized as follows. Section 2 presents the problem that the DCC Restrictive state poses, through analysis, simulation, and mea- 
Connectivity problem of ETSI DCC
In order to corroborate our claim that the Restrictive state employs too conservative parameter values, we use a simple theoretical model, simulation, and real-life measurements to illuminate its impact on Restrictive-Restrictive beacon message exchanges.
Simple theoretical model
In the most basic free space model, the Rx signal power P r is given by where f is the signal frequency. In our case, the Dedicated Short Range Communication (DSRC) band is at f = 5900 MHz, assuming we are using the control channel (CCH) for the safety beaconing, in accordance with ITS-G5A band allocation [15] . 
Simulation
In order to apply a more realistic channel condition that requires proba- Namely, the Tx power is set to -10 dBm, CCA Threshold to -65 dBm, the beaconing frequency to 1Hz, PHY data rate to 12 Mbps, and Rx threshold to -77 dBm [8] . The medium access control (MAC) and PHY layers follow the IEEE 802.11p standard [8] . The vehicles exchange periodic safety messages of 250 bytes each including the security certificate [16] . Note that the Qualnet simulator uses free space path loss model within the cross distance, and 2-ray ground model otherwise. The cross distance d c is given by: Restrictive state will be difficult to reach sufficiently many neighboring vehicles also in the Restrictive state, even at close proximity. Suppose the typical vehicle length is 5m, and the gap between two vehicles is 1.5m (i.e., almost bumperto-bumper traffic). Then the second next vehicle will be located at 13m from an ego vehicle. The PDR at this distance is approximately 25%. Considering that the beaconing frequency in the Restrictive state is 1 Hz, the second next vehicle will hear a beacon only once every four seconds at such PDR. Below, we will see in the measurements that even this prediction can be optimistic.
Measurements
We can validate the results shown in Figs Table 1 shows the measurement result.
We let the transmitter send 5,000 beacons for each Tx power. As the theoretical model and the simulation predict, the standard Tx and Rx parameter values for the Restrictive state fail to deliver beacons even at the closest distance.
In fact, the measured PDR values precipitate at much shorter distances than predicted by the simulation model. Specifically, the PDR drops from 76.8% to 2.2% between 2.5 and 5 meters. But at the higher (non-standard) Tx powers, the PDR is visibly improved. 
Mobile case
In the mobile experiment, we drive two vehicles on an urban highway with commercial OBUs running the beaconing application. The Global Positioning System (GPS) values transported in the beacons are used to compute the distance between the vehicles for each data point. We set the Tx OBU to use either -10 dBm (of standard Restrictive), 10 dBm, or 16 dBm for each of which we let the transmitter send 5,000 beacons. An important caveat here is that in call cases, we set the Rx sensitivity at -95 dBm on the receiver OBU, much lower than the standard value of -77 dBm prescribed for the 12 Mbps. This is to observe how many packets arrive above the -77 dBm threshold and how many below it. Those beacons that have Rx power below -77 dBm will be ignored by the receivers in reality, under the DCC standard. (Fig. 5(b) ) and at 16 dBm, it is approximately 27 m with the last decodable beacon at 45 m (Fig. 5(c) ). Although we do not provide more results for higher Tx powers, Fig. 5(d) gives the upper bound for a Restrictive receiver. 13 ). It can raise a safety concern because the inter-vehicle distance in smoothly moving traffic can be typically much larger than in congested traffic. Consider a 4-km long road strip is composed of 3 lanes in one direction, and on each lane, 100 vehicles are deployed with a uniform random distance between 30 and 60 meters (Fig. 8) . At the start of the simulation, vehicles are in the Relaxed state, and move at 72 km/h. Among the vehicles, we observe vehicles labeled 253, 254, and 255, which run on the same lane in the given order. 
Conclusion
This paper demonstrates through modeling, simulation, and real measurements that the DCC algorithm poorly defines the Tx and Rx parameters to be used for the most congested channel conditions. Worse yet, it causes even the vehicles in non-congested traffic condition to fail to deliver beacons to each other, raising serious safety concerns. In order to resolve these issues, we propose appropriate. Also changing other parameters such as CCA threshould and PHY datarate should also be studied as potential solutions. Finally, more measurement experiments in real driving conditions must be conducted to validate the claims made through simulation in this paper.
